USCIB Comments on EU RFID CONSULATION
1. Scope: 
We welcome the Commission’s decision to provide guidance on privacy and security for the deployment of RFID applications in the European Union.  

USCIB agrees especially with the recognition of the applicability of Directive 95/46/EC (hereafter called the “Data Protection Directive”) to the RFID technology. The Data Protection Directive, and national data protection laws implementing the Directive, create a coherent and extensive framework for protection of individuals with regards to the processing of personal data and to the transfer of such European data.  This legal framework is technology neutral. As such, the recommendation should not seek to redefine, recast or repeat what is already covered by existing privacy and data protection laws. The Recommendation should be limited to aspects that are directly related to the use of RIFD, while reinforcing the general principle of technology neutrality. Accordingly, it needs to allow for flexible and innovative solutions by providing guiding principles for RFID users rather than detailed rules for the deployment of the technology. We believe that certain changes are necessary to accomplish these objectives. 
2. Definitions: 

We are concerned by the broad scope and the lack of clarity of a number of the definitions, many of which encompass tags not including personal data, or even related to identifiable individuals.  
The definition of 'Radio frequency identification' (RFID)’ is not rigorous enough, as one cannot really say that a tag has an “identity” on it. In general, whether or not a tag could be used to identify an object depends on whether there is a unique identifier stored on the tag and the tag remains associated with the same object over time. This is not the case if the serial number of an EPC code is not written to the tag or has been erased, and does not apply to reusable tags.
Monitoring in the draft refers to “movement… or state of an individual” as opposed to an identified or identifiable individual.  The fact that a reader or portal might be able to discern the movement of an object because a person in motion is holding it, but have no other tie to the person’s image or identity should not be considered a privacy issue.  This issue is again evident in Para 1 of Article 3 where the reference is to individual, rather than identified or identifiable individual. Interestingly, Para 3 of that Article does make reference to an identifiable natural person.

The inclusion of the back end systems in the context of “RFID application” is also overbroad. The proposed definition could imply that a user’s entire IT system would be regarded as a RFID application, as soon as a RFID interface is deployed at any point in the process. RFID does not substantially change the way that information is used or stored today. An RFID system is composed of the tag, the reader and an interface application between the reader and communications or back end software. More general network, communications, software, and other backend systems are not part of the RFID application, but rather communicate with the RFID application. 

The definition of the “RFID Application Operator” is also too broad and not appropriate and at the end creates uncertainty.  While all of the persons/organizations listed play a role in ensuring privacy for a single RFID application, all do not have the same obligations, control or associated risk related to data protection.  There needs to be more granular and context sensitive treatment of the various actors in a RFID development and deployment in order to assure that requirements are commensurate with obligations and risk. In addition, the fundamental differences between operators of a technology and developers or implementers should be recognized. 

'Monitoring' is not clear. This definition could have important consequences for theft prevention installations and other kinds of security observation methodologies.

The definition of ‘deactivation’ is not clear. Deactivation cannot only mean destroying a tag. It is not adequate as the protection of privacy does not require the cessation of all or ‘’any’’ functionality. The definition of deactivation needs to take into account that a RFID tag could include different functionalities that have no impact on privacy or security

The definition of ‘Public place' needs to be tailored so that it is meaningful for the purposes of the Recommendation. It does not take into account the future use of mobile devices by consumers or in shipments. 
3. Privacy and Data Protection Measures: 
We are fully committed to an open, transparent and responsible deployment of RFID. Provided that the definitions are reworded following our comments to Article 2, we would welcome the proposed self-regulatory approach. 
However, the impact assessment conditions require revisions to make them proportionate and meaningful. Privacy impact assessments need to be based on existing data security standards which companies already have to follow, in order to make sure that the principles of better regulation are followed and additional bureaucratic burdens minimized as much as possible. The key element should be the ‘reasonable likelihood of linkage’ and not where it ‘cannot be excluded’ that data will become potentially personal.

Furthermore, RFID application operators can only be made responsible for their own data security measures in order to prevent the malicious use of data by third parties. Accordingly, the privacy impact assessment cannot cover the sole possibility of an unauthorized third party linking RFID data to a natural person. Only appropriate data security measures on the part of the operator can be subject of the privacy impact assessment. An analysis of privacy impacts across an entire value chain is significantly complex and may be especially complex across multiple jurisdictions.  These complexities should be considered in the development of this guidance.
Finally, clarification on the extent and content of the summary to be made available is needed. 
4. Codes of conduct: 
It is important to recognize that international codes of conduct for the privacy-friendly operation of RFID already exist and are followed by RFID application operators. The introduction of national codes of conduct risks fragmenting the internal market. The recommendation should recognize and value the existing self regulatory codes of conducts, guidelines and principles that are already followed by RFID users, such as the International Chamber of Commerce Principles for Responsible Deployment and Operation of Electronic Products Codes, the EPCglobal Guidelines on EPC for Consumer products as well as international efforts such as the OECD policy principles on RFID. 

5. Information on RFID Use: 
The provisions in this article fail to address the aspect of shared responsibility within a supply chain and potentially create a burden along the process chain that could reduce the benefits of RFID. The provisions should balance the need for securing commercial applications with the practicality of the provisions.  It is clear that a symbol-based approach will be needed to address the notice requirements, since even short notices which have been endorsed by a number of Data Protection Authorities are not a viable solution at a per product/tag level.  This practical issue related to accomplishing notice is directly related to the problem of providing choice.  While a symbol based system may provide at least some of the notice requirements outlined, and a link or way to get more information, notice about choices available related to information collection are much harder to develop.  This is a threefold problem.  First, there is the issue of how to describe the multiple choices that may be related to information collection, use and sharing.  Next an issue arises on how to effectively convey any associated benefits, risks or mitigation related to the choices; and finally how to provide notice related to management of choice.  Future developments may enable portable devices (smart phones, PDA etc) to have readers embedded that provide some of this functionality, but for now we are mostly limited to the interaction between a symbol based notice and some form of policy, most likely web-based.  Some have suggested that some of this functionality may be provided at the point of sale terminal but that would create unacceptable delays for consumers at check out since not all items will have the same policies or requirements.  USCIB recognizes the significant importance of notice and transparency to the individual.  However, for notice to be important it is critical that individuals receive information in a manner in which they can understand it and act upon it.  USCIB recommends more study of different implementations of notice in different use scenarios to understand how to deploy the most effective solutions.

6. Information Security Risk Management

All commercial and public RFID application operators are already complying with a number of IT security and risk management legal obligations. RFID applications in most - if not all - cases have to be implemented in existing IT systems. The provisions of this draft article fail to take account of self-interest of RFID application operators not to endanger their own data security measures with a new RFID application. We suggest that existing general security risk assessment approaches be applied in the context of RFID.  Clarification is sought on the extent of the security assessment because many RFID operators could participate in one RFID application.
In certain circumstances, it may not be appropriate to develop application specific guidelines in partnership with all concerned stakeholders, as because sharing security technology, tactics and practices too broadly may increase the possibility of compromises of information in the RFID setting.
7. RFID Use in Retail:

Article 7 raises several practical problems, related especially to deactivation. Article 7(1) creates enormous interpretation problems and brings significant complexity, cost and uncertainty in the national and international supply chains with negative effects not only for retailers but also for manufacturers, logistics providers and the entire RFID industry. There is also no justification why retailers not using RFID technologies are subject to Article 7. The Recommendation fails to take into account impact assessments as well as measures to be put in place to safeguard data protection and privacy by the retail RFID application operator. The focus on opt-in deactivation (deactivation by default) as the only measure to protect privacy is not justified nor legally required.  The decisive element should be whether the tag itself contains personal data or not. The current provisions go beyond this distinction.

The opt-in approach as stated in Articles 7(3) and 7(4) is not economically feasible nor operationally viable.  The Recommendation should not be so detailed as requiring the method of deactivation and it should allow practical differences between easily removable tags and those which are not. Opt-out solutions (at request of the consumer) after the point of sale without undue burden to the consumer strikes the right balance between high consumer protection and the possibility to viably carry out the RFID application, while assuring consumer empowerment. 
Article 7 (5) is predicated upon a three year opt-in trial on the assumption that consumers will demand deactivation by default as a general rule. In absence of mass deployment and real consumer exposure to retail item level tagging, this provision is not justified.

8. Awareness Raising Actions:
RFID is a technology that has the potential to bring multiple economic benefits in particular when used to support collaborative business processes. However, awareness about RFID is extremely low among people, and many misconceptions and fears expressed in the media can be overcome by supporting information and education programs on RFID. Measures that support companies in exploring the potential of RFID and in technology-uptake should be encouraged.
9. Research and development: 

Any support for applied research that involves RFID users from different backgrounds (business, technical, academia, etc) is welcomed. However, more focus is needed on applied research as part of a wider EU policy on innovation. In order to achieve the high level performance and low cost solutions emphasized in this Article, the Commission should recognize the role of fact based risk assessments prior to the introduction of privacy by design features into new technologies.

10. Follow up: 

It should be recognized that long-term investments in the necessary RFID infrastructure need a certain amount of planning and reliability. While technology development cycles are fast, investment decisions are still long-term. This should be considered in Articles 10 and 7.5.

12. Additional Comments: 

Any actions taken to protect privacy in the context of RFID must be considered in the context of other aims such as assuring food safety (including recalls) tracking imports, handling hazardous materials, reducing waste etc. Moreover, we encourage the European Commission to coordinate this initiative with others addressing these aims.

